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Multiple vulnerabilities in ruby-rails < 3.2.13 allow cross-site scripting




http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1857
The sanitize helper inlib/action_controller/vendor/html-scanner/html/sanitizer.rb in theAction Pack component in Ruby on Rails before 2.3.18, 3.0.x and 3.1.xbefore 3.1.12, and 3.2.x before 3.2.13 does not properly handle encoded: (colon) characters in URLs, which makes it easier for remote attackersto conduct cross-site scripting (XSS) attacks via a crafted scheme name,as demonstrated by including a : sequence.
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1855
The sanitize_css method inlib/action_controller/vendor/html-scanner/html/sanitizer.rb in theAction Pack component in Ruby on Rails before 2.3.18, 3.0.x and 3.1.xbefore 3.1.12, and 3.2.x before 3.2.13 does not properly handle \n(newline) characters, which makes it easier for remote attackers toconduct cross-site scripting (XSS) attacks via crafted Cascading StyleSheets (CSS) token sequences.
(from redmine: issue id 1743, created on 2013-03-29, closed on 2013-04-17)
	Relations:	child #1744 (closed)
	child #1745 (closed)
	child #1746 (closed)







































To upload designs, you'll need to enable LFS and have an admin enable hashed storage. More information
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