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borgbackup: multiple vulnerabilities (CVE-2016-10099, CVE-2016-10100)




CVE-2016-10099:
Borg (aka BorgBackup) before 1.0.9 has a flaw in the cryptographicprotocol used to authenticate the manifest (list of archives),potentially allowing an attacker to spoof the list of archives.
References:
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-10099
http://borgbackup.readthedocs.io/en/stable/changes.html\#pre-1-0-9-manifest-spoofing-vulnerability
CVE-2016-10100:
Borg (aka BorgBackup) before 1.0.9 has a flaw in the way duplicatearchive names were processed during manifest recovery, potentiallyallowing an attacker to overwrite an archive.
References:
http://borgbackup.readthedocs.io/en/stable/changes.html\#pre-1-0-9-manifest-spoofing-vulnerability
https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-10100
(from redmine: issue id 6761, created on 2017-01-27, closed on 2017-01-27)
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To upload designs, you'll need to enable LFS and have an admin enable hashed storage. More information
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